Further help is available at the following websites:

3: http://www.three.co.uk/Help_Support/Billing_payments/Advice
list

Tesco Mobile: http://www.tesco.com/mobilenetwork/content-mtm.
aspx’page=18

02: http://www.02.co.uk/support/generalhelp/howdoi/
safetycontrolandaccess

Orange: http://www.orange.co.uk/communicate/safety/10948.htm

T-Mobile: http://www.t-mobile.co.uk/help-and-advice/advice-for-
parents/inappropriate-content/

Vodafone: http://help.vodafone.co.uk/

Virgin: http://www.virginmobile.com/

IWF: http://www.iwf.org.uk/reporting.htm

CEOP: http://www.ceop.gov.uk/reportabuse/index.asp
ThinkuKnow: http://www.thinkuknow.co.uk/parents/fag/mobiles.aspx
KnowlITAll: http://www.childnet-int.org/kia/

Chatdanger: http://www.chatdanger.com/

Ofcom Advisory Team

Phone: +44 (0)300 123 3333
Facsimile:  +44 (0)300 123 0811
Textphone: +44 (0)300 123 2024
Welsh Line: +44 (0)300 123 2023

www.ofcom.org.uk
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Mobile phones

e All mobile phone providers offer free parental control services
which limit the content children can access via the mobile network
to items suitable for under 18s. However, they may not always be
automatically switched on. Check with your service provider that
the parental control settings are switched on, and ask for them to
be switched on if they are not. This is particularly important if the
phone was used by an adult before.

* Many mobiles can use Bluetooth to send messages, photos and
videos between phones. However, this means that other people
are able to send unwanted messages which parental controls
can’t stop. But, you can turn Bluetooth on and off using the mobile
handset or you can stop other people being able to access your
phone without your permission. Instructions on how to do this
should be contained in the handset manual. If you need help,
ask your service provider. It is important that you discuss using
Bluetooth with your child.

e Young people often take photographs and videos of themselves and
each other on their mobile phones but they should be very careful
how they then share these images. Embarrassing or inappropriate
photos/videos could easily be passed between phones and put
online. Once sent or put online, control over the images may be
lost and they could end up in the hands of strangers. Photographs
or videos may also be used to fuel bullying or harassment. Visit the
thinkuknow website for more information and advice on this.

e Chatrooms are popular with children and young people and
while mobile providers’ own chatrooms aimed at children may be
moderated, others might not be. Discuss with your child which
sites they are visiting, what’s OK to post and what behaviour is
acceptable. Visit the Chatdanger website for more information and
advice on this.

e If your child has a profile on a social networking site they may access
it on their mobile phone. Ensure they know why it is important to
allow their personal information only to be shared with people they
know in the real world. Most of the larger social networking sites
specify a minimum age of 13 for all members. For those sites that
are aimed at younger children, parental consent and confirmation
of the child’s age will usually be required. Check the minimum age
requirement for users — ask your child which sites they visit to make
sure they’re visiting sites appropriate for their age.

Reporting inappropriate material

Our research found that 25 per cent of children and young people say
that they’re uncertain about what they would do if they came across
inappropriate material on their mobile phone. Parents and carers
should encourage their children to tell them about anything they have
seen or heard that has made them feel uncomfortable or scared.

Parents and carers should report incidents to their mobile network
operator and in instances of sexual contact to the Child Exploitation and
Online Protection Centre (CEOP) using their report abuse button.

? CEOP REPORT

ceop.police.uk

Some sites also provide a direct link to CEOP, usually through a red
button. If you/your child encounter content online that you think might
be illegal, there are two things you can do. Firstly, report it to the
Internet Watch Foundation (IWF). Again some sites may provide a direct

link to the IWF. Secondly, report the content to your mobile network
operator.
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